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Â ḃ᷂ḭᶷ ᶍ ᶆᵡ OᶅWASP ASVS 4.0 ᶊ

Â ᶊAzure Active Directory B2C ᶱ ᴲ
ᶷḟḲ SHMS ᶊᶧᶪḷḻḇᶹḨḙḁḷᴻḑᶱ ᵶᵾ
ᶉḵ᷅ᶹḻ

Â ᶍ ᴲ ᶍḃ᷂ḭḲḎᶸᶿḢḴᴻ᷿ḯḻḃḻḇᴻᶱ◖☺ᵸᶪ
CISᶍ᷊ᶹḘᴻḃ᷂ḭḲḎᶸ᷁ᶹḑḱᶹḻ( CIS Benchmark ) 
ᶊ ᵶᵾ

Â ᷄ḱᶹᶷḻḐ᷊ᴻḘᴻ ᶍ ᶎHTTPS ᶆ∆ טּ
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Âḏḁ᷄Ḑḋḟ ֩ḖᴻḐPC֪ᶆᶍᵳ ᶱ ᵶᶅᵣᶝᵸᴳ
ăḪḘᶹḳ ꞌ

ÂḞḱᶻ᷾ Gֹoogle Chrome ᶝᵾᶎ Microsoft Edge

Âḵ᷅ᶹḻ ᶍ ᶊּז ᶍᵣᵹᶫᵪᵫ ᶇᶉᶩᶝᵸᴳ

ᶷḟḲ M֩icrosoft Authenticator ֪ᶱ ᵸᶪ ֹ
iOS ᶝᵾᶎAndroid

SMS ᶱ ᵸᶪ ֹ
SMS᷿֩ḯᴻḐḩḋḃᴻḀ֪ᶱ סּ ᶉ
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֯ ᵪᶨḵ᷅ᶹḻᶝᶆ



Â ᷿ḁḎḨᶍᵳ ᶎᴲ ᷿ḁḎḨ ᴲזּ∙֩
ᵆ ᵇᶇᵣᵥᴳ֪ᶍ ᶊ ≥ᵸᶪᵲᶇᵫ ᶇᶉᶩᴲ ᶎ
ᶍ ᶊ ≥ᵶᵾᶡᶍᶇᶞᶉᵴᶫᶝᵸᴳ

Â ᶍ ᶎ∙ּזᶍᶇᵩᶩᶆᵸᴳ

ᴴ ᷿ḁḎḨᶱ ᵶᶅ ᶂᵾ ᶎ ᵫ ᶂᵾᶡᶍᶇ
ᶞᶉᵴᶫᴲᵼᶍ ᶎוֹ ᶊ ᵶᶝᵸᴳ

ᴴ ᷿ḁḎḨᶱ ᵸᶪᶷ᷀ᶻḻḐᶍ ᶊ ᶍ│ ᵫ
ᵡᶂᵾ ᴲ ᶎᵸᶞᶣᵪᶊᶷ᷀ᶻḻḐᶍ ᶱ ᵥᵲᶇ
ᶇᵶᶝᵸᴳ
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Â ᶍ┴ᵣᶊᶧᶩ ᶍᶷ᷀ᶻḻḐᵫᵡᶩᶝᵸᴳ

ᴲ ∟ ᶉᶈᶍ ᶎ ᶅ ᵥᵲᶇᵫᶆᵬᶝᵸᴳ

ᶷ᷀ᶻḻḐᵫ ᵥᵲᶇᵫᶆᵬᶪ ᶊּנᵧᴲ ᶷ᷀ᶻḻḐ
ᶍ ᴲ ᶷ᷀ᶻḻḐᶍ ᴴנּ ᶱ ᵥᵲᶇᵫᶆᵬᶝᵸᴳ

Â ᶷ᷀ᶻḻḐᶍ ᶎנּ ᶆᶍᶞ ᵥᵲᶇᶇᶉᶩᶝᵸᴳ
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Â ᶷ᷀ᶻḻḐᶍ ᶊ ᶍ ᵫ ᵸᶪᶉᶈᶍ ᶊ
ᵧᴲ ᶷ᷀ᶻḻḐᶍ ᶱנּ ᵶᶝᵸᴳ

Â ᶷ᷀ᶻḻḐᶎ ᶷ᷀ᶻḻḐᶊᶧᶂᶅ ᷿ḁḎḨ ᶆ
ᴴנּ ᵸᶪᵲᶇᵫּס ᶆᵸᴳ ᶍ ᶷ᷀ᶻḻḐᶱ נּ
ᵸᶪᵲᶇᶡᶆᵬᶝᵸᴳ
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ᶎᴲ ᶍ ᶷ᷀ᶻḻḐᶍ ᶆᶎᶆᵬᶝᵺᶲᴳ ᶊᵳ
ᵮᵿᵴᵣᴳ
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Â ḣᴻḨḢᴻḀᶊ ḝᶾᴻḨᶱᵳ ≥ᵶᶝᵸᴳ
ᶷ᷀ᶻḻḐᶇᵶᶅ ᵶᵾᵣנּ ᶍ ᴴḩᴻḳᶷḑḴḁᴴ
ᶱᵩ ᶨᵺᵮᵿᵴᵣᴳ

ăḩᴻḳᶷḑḴḁᵫᵼᶍᶝᶝᶷ᷀ᶻḻḐᶇᶉᶩᶝᵸᴳ ᴲ
ḩᴻḳᶷḑḴḁᶱ ᵶᵾᵣ ᶎᴲᶷ᷀ᶻḻḐᶍ ᶇ נּ
ᶱ ᵥᵲᶇᶇᶉᶩᶝᵸᴳ
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ᶷḟḲ Mᴂicrosoft Authenticator    ᵇᶱḈᶻḻḵᴻḑᵶᶅᵮᵿᵴᵣᴳ

ă ᶍḵ᷅ᶹḻᶊ ᵶᵾ ᴴᶷḟḲᶱᵼᶍ ᶡ ᵶᶅ ᵸᶪᵲᶇᶊ
ᵳ ≥ᵮᵿᵴᵣᴳ
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ḁḦᴻḐḝᶾḻᶉᶈSMS᷿֩ḯᴻḐḩḋḃᴻḀ᷊ᴻḛḁ֪ ᵫּס ᶉ ᶱᵳ
≥ᵮᵿᵴᵣᴳ
ă ᶍḵ᷅ᶹḻᶊ ᵶᵾ ᶱᵼᶍ ᶡ ᵶᶅ ᵸᶪᵲᶇᶊᵳ
≥ᵮᵿᵴᵣᴳ
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Ḫᴻḑ Ḥḇḻ
ᶱfiᵴᵹᶊ Ḥḇḻ
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ᵫ ᵶᵾᵿᵰᶆ
ᶎᶝᵿ ᶎ ᶮᶂᶅ
ᵣᶝᵺᶲᴳ

ᵶᵾ ᶍ ᶱ
ᵶᶅᶞᶝᵶᶦᵥᴳ

ᵆ ᵇ
ᶝᵾᶎᵆּנ

ᵇᶆ ᵶᵾ
ᶱ ᵶᴲᵆ
ᵇḤḇḻᶱ

fiᵶᶝᵸᴳ
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ᵇᶆ ᵶᶅᵣᶝᵸᴳ
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ᶊ ᶩᵫᶉᵣᵲᶇ
ᵫ ᵶᵾ ᴲᴂ
Ḫᴻḑ ᵇḤḇḻᶱ
fiᵶᶝᵸᴳ
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Â Ḫᴻḑᶊᶎ ᶃᶍ ᵫᵡᶩᶝᵸᴳ

ӡ Ḫᴻḑ ᶊ ḩᴻḳᵫ ᵴᶫᶝᵸᴳ
ᶍ Ḫᴻḑ ᶊ ᵶᵾ ᶍ ᶎᴲ
ᶍḩᴻḳᶆ ᵫ ᵴᶫᶝᵸᴳ

Ӣ ᴲ Ḫᴻḑ ᶍ ֩ḁḎᴻḇḁᵆ ᵇ֪ᶎᴲ
ᶮᶏᴾּז ᵬ ᴿᶊᵡᶩᴲ ᴴ ᶩּזᵱᵫּס ᶆᵸᴳ
ᶱ ᵶᵾ ᶍᵆ Ḫᴻḑ ᵇḤḇḻfiּזᶱ ᵶᶝᵸᴳ
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Â ᶍ ᶊᶧᶩ ᶍᶧᵥᶊḁḎᴻḇḁᵫ ┌ᵶᶝᵸᴳ

Â ᶊᶎᵆ Ḫᴻḑ ᵇḤḇḻᶱfiᵸᵲᶇᶱ ᶫᵹᶊ¨
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ᶆ
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ᶝᵸᴳ

ᵴᶨᶊ ╗
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ᶱ ᵶᶅ PᴂDF
ᵇḤḇḻᶱfiᵸᶇÂ
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᷿ḁḎḨᵪᶨ
ᵴᶫᶪḝᶶᶹḳᶎ ᵹ
∆ ᵴᶫᵾטּ ᶆ
Ḉᶻḻḵᴻḑᵴᶫᶝᵸᴳ

ᵸᶪᶊᶎḈᶻḻ
ḵᴻḑ ᶊ ᵴᶫᶪ

ᵫ ᶆᵸᴳ

ḈᶻḻḵᴻḑḝᶾḳḈᴻ
ᶊḝᶶᶹḳᵫḈᶻḻ
ḵᴻḑᵴᶫᶝᵸᴳ



PDF
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ᵶᵾּנ ᶍ
ᵫ ᵴᶫᶝᵸᴳ

ᵶᵾּנ ᶍ
ᵫ ᵴᶫᶝᵸᴳ
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ḇḞᶱfiּזᵸᶪ
ᶇ ᶍ ᵫ
ᵴᶫᶝᵸᴳ



֯ḏᴻḇ



Â ḝᶶᶹḳ

Â נּ ḝᶶᶹḳ

ă ᵫ ᶧᶩ ᵣ ᶊᴲ ᶍḏᴻḇ ᶱ ᵸᶪᵾᶠᶍᴲ
נּ ╢ᶍּנ ᶣ ᵫ ᵴᶫᵾḝᶶᶹḳᶱ ᵶᶝᵸᴳ

Â ᶍḝᶶᶹḳᶎ ᷿ḁḎḨ ᶍḏᴻḇᵪᶨ ᵶᶝᵸᵫᴲᵼᶍ ᴲ
ᶊ ᶍᵥᵧᴲᵳ ᶍḝᶶᶹḳᶱ ᶆ ᵶᶅ ᵸᶪ ᶡ

ᵡᶩᶝᵸᴳ

Â ḏᴻḇ ᶍḝᶶᶹḳᶍḝᶾᴻḦḋḐᵼᶍᶡᶍᵫ ᶇ│ᶉᶪᵾᶠᴲ
∟ ᵳ ᶊᶧᶪ ᶍ ∟ ᶍ ᶎ ᶝᶆᶇᵶᶝᵸᴳ
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47

ᶱ∟ ᵸᶪ ᶍ
ᶱ ᵶᴲᵆ∟ ᵇ

Ḥḇḻᶱfiᵶᶝᵸᴳ
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Â ḝᶶᶹḳᶍ Ĥְ

Â ᶍ ֩ ᴴ ᴴ ֪Ĥ נְּ ᶅ
ăᵾᵿᵶᴲ ᶍ ֩ ∙ ֪ᶎḏᴻḇ ᶱ ᶆᵬᶝᵺᶲᴳ

Â ḏᴻḇḴᶹᶷᶻḐᶍ
᷿ḁḎḨ ᶍ ᶊ ꞌᵸᶪᵾᶠᴲ ᵫ ᵧᶝᵸᴳ

Â ḝᶾᴻḦḋḐḉᶼḋ᷄
ḏᴻḇ ᴲ ᷿ḁḎḨᶊ ꞌᵶᵾḝᶶᶹḳᵪᶈᵥᵪḉᶼḋ᷄ᵫ ᶮᶫᶝᵸᴳ
ă ᶎḝᶾᴻḦḋḐᶱ ᵾᵶᶅᵣᶉᵣḝᶶᶹḳᶆᶡ ᶆ ᶂᶅ ᵸᶪᵲᶇᵫ
ᵡᶩᶝᵶᵾᵫᴲ ᶎḝᶾᴻḦḋḐᶍᶇᵩᶩᶊḝᶶᶹḳᶱ ᵸᶪ ᵫᵡᶩᶝᵸᴳ

Â FTSᴴ ᶊᶧᶪ ᶍḏᴻḇᶊᶧᶪ ᶍ ᶎ ᶝᶆᶇᵶᶝᵸᴳ
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CSV
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ᶆ ḝᶶᶹḳ
ᶱ ᵸᶪ ᴲ
ᶣ ᵫ≥ ᵺᵹ טּ
ᵶᶅᵶᶝᵥᵲᶇᵫᵡᶩᴲ
≥ᵫ ᶆᵸᴳ
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ᵶᵾḏᴻḇ
ᶍCSVḝᶶᶹḳᶱ
ᵶᴲCᴂSVḝᶶᶹḳ ᶞ
ᶞᵇḤḇḻᶱfiᵶᶝᵸᴳ

╗ ᶊḝᶶᶹḳᶍ
ᵫ ☿ᵴᶫᵾᵲᶇ

ᶱ ᵶᵾ ᴲᵆ ᵇ
Ḥḇḻᶱfiᵶᶝᵸᴳ



֯╗ ∟
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ᶱ∟ ᵸᶪּנ
ᶱ ᵶᶝᵸᴳ

ᶱ
ᵶᴲᵆ∟ ᵇḤḇḻᶱfiᵶ
ᶝᵸᴳ
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Â ᴲ ╗ ᶍ ᶎᴲ ᶍ ᶍ ᶱ
ᴴḩᴻḳᴴ ᶆ ᵶᶅᵣᵾᵿᵣᶅᵣᶝᵶᵾᵫᴲ
ᶎᴲᵲᶀᶨᶡ ᶇᵶᶅ ᷿ḁḎḨᶱᵳ ᵮᵿᵴᵣᴳ

Â ᶇᵶᶅ2023 12 ᶝᶆ ᶎ ᶍ ᶆᶡ ᴴ
ᶱ ᵣᶝᵸᴳ

2024 1 ∙ ᶍ ᴴ ᶎᴲ ᷿ḁḎḨᶝᵾᶎ ᶍ
ᵣᵹᶫᵪᶇᶉᶩᶝᵸᴳ
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֯ᵳ



Âᵳ
ᶍ ᶍᵳ ᶱ ᵸᶪᶧᵥ ᶆᵸᴳ

ᶊ ᶠᶅᵳ∏ ᵶᶝᵸᴳ

ÂḦḓḭᶷḳ
PHDFḝᶶᶹḳᶊᶧᶪḎ᷂ḁḐḡᴻḁᶍᵣᶮᶥᶪḦḓḭᶷḳ
ᴴ ᶍḁ᷄Ḳᴻḻ᷿ḯḋḐᶍ ᶊ ᶱּנᵧᵾ
ᶍ ᶱ ᶊ ᵸᶪ ᶆᵸᴳ
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ᵳ ᵡᶩᵫᶇᵥᵳᵵᵣᶝᵶᵾᴳ
ᵳ ᶎᵩ ᵣ ᶮᵺḝᶾᴻḨᶝᶆ

ᵩ ᵣᵣᵾᵶᶝᵸᴳ


